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The attacks on computers and business networks are growing daily, and the need for security professionals
who understand how malfeasants perform attacks and compromise networks is a growing requirement to
counter the threat. Network security education generally lacks appropriate textbooks with detailed, hands-on
exercises that include both offensive and defensive techniques. Using step-by-step processes to build and
generate attacks using offensive techniques, Network Attacks and Defenses: A Hands-on Approach
enables students to implement appropriate network security solutions within a laboratory environment.

Topics covered in the labs include:

Content Addressable Memory (CAM) table poisoning attacks on network switches●

Address Resolution Protocol (ARP) cache poisoning attacks●

The detection and prevention of abnormal ARP traffic●

Network traffic sniffing and the detection of Network Interface Cards (NICs) running in promiscuous mode●

Internet Protocol-Based Denial-of-Service (IP-based DoS) attacks●

Reconnaissance traffic●

Network traffic filtering and inspection●

Common mechanisms used for router security and device hardening●

Internet Protocol Security Virtual Private Network (IPsec VPN) security solution protocols, standards,●

types, and deployments
Remote Access IPsec VPN security solution architecture and its design, components, architecture, and●

implementations

These practical exercises go beyond theory to allow students to better anatomize and elaborate offensive and
defensive techniques. Educators can use the model scenarios described in this book to design and implement
innovative hands-on security exercises. Students who master the techniques in this book will be well armed
to counter a broad range of network security threats.
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From reader reviews:

Doreen Harry:

As people who live in the particular modest era should be update about what going on or facts even
knowledge to make these keep up with the era that is certainly always change and move forward. Some of
you maybe will probably update themselves by reading books. It is a good choice to suit your needs but the
problems coming to a person is you don't know what one you should start with. This Network Attacks and
Defenses: A Hands-on Approach is our recommendation to help you keep up with the world. Why, as this
book serves what you want and need in this era.

Janelle Smith:

Reading a reserve can be one of a lot of task that everyone in the world adores. Do you like reading book so.
There are a lot of reasons why people fantastic. First reading a e-book will give you a lot of new details.
When you read a guide you will get new information simply because book is one of a number of ways to
share the information as well as their idea. Second, reading a book will make you more imaginative. When
you examining a book especially tale fantasy book the author will bring that you imagine the story how the
people do it anything. Third, you may share your knowledge to others. When you read this Network Attacks
and Defenses: A Hands-on Approach, it is possible to tells your family, friends and also soon about yours e-
book. Your knowledge can inspire different ones, make them reading a book.

Thomas Carroll:

Is it you who having spare time and then spend it whole day by means of watching television programs or
just lying down on the bed? Do you need something new? This Network Attacks and Defenses: A Hands-on
Approach can be the respond to, oh how comes? The new book you know. You are so out of date, spending
your spare time by reading in this brand-new era is common not a geek activity. So what these guides have
than the others?

Floyd Eichner:

That book can make you to feel relax. This book Network Attacks and Defenses: A Hands-on Approach was
multi-colored and of course has pictures on the website. As we know that book Network Attacks and
Defenses: A Hands-on Approach has many kinds or category. Start from kids until teens. For example
Naruto or Detective Conan you can read and feel that you are the character on there. Therefore not at all of
book are usually make you bored, any it offers up you feel happy, fun and unwind. Try to choose the best
book for you and try to like reading that.
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